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Abstract—The administrative workflow for student attendance
tracking in higher educational institutions has historically relied
on manual roll calls and physical sign-in sheets, methods that are
inherently inefficient, time-consuming, and prone to the pervasive
security vulnerability of “proxy attendance” (buddy-punching).
This project presents “Attendo,” an integrated IoT-enabled smart
attendance system designed to automate the authentication pro-
cess using contactless facial recognition. The research addresses
the “Security-Usability-Cost Trilemma” by synthesizing low-cost
edge-computing hardware with enterprise-grade cloud-native
software architectures. The hardware architecture centers on
a custom-fabricated Printed Circuit Board (PCB) integrating a
standard ESP32-CAM microcontroller, a Passive Infrared (PIR)
sensor for energy-efficient presence detection, dual LED status
indicators, and a dedicated push-button triggered biometric
capture pipeline. By leveraging a hardware-interrupt-driven state
machine, the edge node minimizes baseline power consumption to
approximately 2.5mA in deep sleep while ensuring deterministic
acquisition of VGA-resolution (640x480) JPEG matrices via
the onboard OV2640 CMOS sensor. The software ecosystem
is engineered on a distributed PERN (PostgreSQL, Express,
React, Node.js) stack, utilizing AWS S3 buckets for scalable
and persistent image blob storage. To accommodate the resource
constraints of edge environments, computationally intensive bio-
metric processing is offloaded to a dedicated Python-based vision
microservice. This microservice employs Haar Cascade classifiers
for precise facial localization and the Local Binary Pattern His-
togram (LBPH) algorithm for texture-based feature extraction.
By projecting micro-textural patterns into concatenated spatial
histograms, identity verification is executed efficiently using a
strict Chi-Square (x?) distance metric against pre-computed
vectors securely stored in the PostgreSQL database.

Index Terms—IoT, Biometrics, ESP32-CAM, Facial Recog-
nition, LBPH, Haar Cascade, Edge Computing, Cloud-Native
Architecture.
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I. INTRODUCTION

The reliable monitoring of student attendance serves as a
fundamental metric for academic accountability and engage-
ment in modern higher education [1]. Historically, the integrity
of this process has been heavily compromised by reliance on
manual roll calls and physical sign-in sheets. These archaic ad-
ministrative workflows are notoriously inefficient, consuming
significant portions of valuable instructional time—often esti-
mated at 10-15% of total lecture duration across a four-year
curriculum—and are fundamentally vulnerable to fraudulent
credential sharing, colloquially known as proxy attendance or
“buddy punching” [2]. This systemic inefficiency ultimately
manifests as compromised data integrity, elevated adminis-
trative overhead, and highly inaccurate institutional telemetry
regarding student engagement [3].

As institutions globally transition toward the paradigm of
“Education 4.0,” characterized by data-driven pedagogical
insights and automated administrative diagnostic tools, the
demand for autonomous, high-fidelity monitoring has reached
a critical threshold. To mathematically resolve and eliminate
these vulnerabilities, automated identification systems have
been universally explored across educational and industrial
applications. However, the current technological landscape
of automated attendance is heavily polarized and highly
constrained. Industry-grade biometric systems utilizing deep
Convolutional Neural Networks (CNNs) offer high precision
but require expensive Neural Processing Units (NPUs) or mas-
sive localized computing hardware, rendering them financially
prohibitive for campus-wide deployment across hundreds of
lecture halls [4]. On the opposite end of the spectrum, low-
cost alternatives like RFID and static QR codes suffer from
severe security bottlenecks; they verify the presence of a trans-



ferable physical token rather than the physiological identity
of the student, failing to resolve the core proxy attendance
vulnerability [2]. Furthermore, standard IoT microcontrollers
lack the SRAM capacity to process high-dimensional deep
learning matrices natively, often leading to buffer overflows
or thermal throttling [5].

This paper introduces Attendo, a fully automated and
intelligent smart attendance system. The Attendo project
disrupts the extreme technical dichotomy in institutional
monitoring systems by merging low-cost, sub-watt em-
bedded hardware engineering with a highly deterministic,
mathematically rigorous facial recognition pipeline. Moving
away from computationally bloated deep-learning models,
Attendo leverages classic, texture-based machine learning al-
gorithms—specifically Haar Cascades and Local Binary Pat-
tern Histograms (LBPH)—distributed across a robust edge-
to-cloud infrastructure [6]. This architectural choice ensures
that institutional-grade security can be achieved without the
prohibitive costs of specialized Al hardware. Our system
establishes a new benchmark for resource-constrained bio-
metric [oT, achieving near-real-time verification with absolute
neutralization of proxy attendance.

II. RELATED WORK
A. Edge-Based Image Acquisition and Resource Constraints

The fundamental engineering bottleneck in developing
highly accessible biometric diagnostic equipment is the mem-
ory and processing granularity of the data acquisition sys-
tem. Standard embedded vision systems rely almost entirely
on continuous sampling and centralized cloud processing to
handle raw image matrices. The rigid Static Random-Access
Memory (SRAM) limitations of standard IoT microcontrollers,
such as the ESP32 series, strictly define the mathematical
boundaries of these systems [12]. For a standard ESP32
module attempting to buffer uncompressed VGA-resolution
RGB frames (consuming approximately 921 KB of RAM per
frame), the real-time processing limit translates to unaccept-
able memory allocation failures and severe thermal throttling.
Previous research has explored localized MJPEG streaming,
but these methods frequently saturate institutional Wi-Fi band-
width during peak usage periods. Attendo exploits an asyn-
chronous, interrupt-driven Passive Infrared (PIR) framework
[8]. By moving the system from a deep-sleep microampere
state to an active capture state completely through passive
environmental stimuli, the hardware acts strictly as a highly
calibrated acquisition vector, significantly reducing network
noise.

B. Object Localization in Constrained Environments

Traditionally, isolating regions of interest within complex
visual matrices demands deep metric learning models. While
modern Convolutional Neural Network (CNN) approaches
have attempted to automate this using dense thresholding and
bounding-box regression techniques [15], these deep algo-
rithms are mathematically vulnerable to extreme latency and
memory exhaustion when coupled with low-cost edge sensors.

Consequently, the IoT biometric community has shifted toward
computationally lightweight, deterministic frameworks for au-
tomated facial localization. Recent studies demonstrate that
Haar Cascade classifiers possess an exceptional mathematical
capacity for extracting macroscopic spatial trends directly from
raw matrices without requiring hardware-accelerated floating-
point units [5]. Architectures built around Haar Cascades han-
dle complex detection rapidly by computing an Integral Image,
which reduces the mathematical summation of thousands of
pixels within a target area to merely four array references [7].

C. Texture-Based Extraction via LBPH

While standard deep convolutional networks provide robust
feature extraction, they are inherently limited by their demand
for massive, high-dimensional training datasets and uniform
environmental illumination. Traditional CNN layers require
millions of parameters to map global facial geometry into
a Euclidean space [15]. In dense educational environments
encompassing highly variable ambient sunlight and artificial
fluorescence, global geometric models frequently suffer from
accuracy degradation. To mathematically resolve this environ-
mental vulnerability, modern architectures integrate texture-
based feature extractors that dynamically evaluate localized
spatial micro-structures. The Local Binary Pattern Histogram
(LBPH) operates as an efficient, deterministic algorithm that
adaptively evaluates the intensity of a central pixel against
its immediate surrounding neighbors, converting the relative
threshold into an 8-bit integer [6]. Research explicitly validates
that integrating LBPH into IoT vision backbones drastically
elevates True Acceptance Rates (TAR) under variable lighting
conditions without inflating computational or memory param-
eters [5, 6]. Attendo effectively translates this mathematical
innovation into a horizontally scalable institutional framework.

III. SYSTEM ARCHITECTURE

The Attendo system implements a robust, four-tier hybrid
edge-to-cloud architecture built upon the principle of strict
functional separation. In traditional biometric deployments,
the computational burden of image processing frequently
overwhelms the limited SRAM of edge devices. To resolve
this, the architecture strategically decouples the high-speed
analog data acquisition from the deterministic, mathematically
intensive biometric classification executed on an elastic cloud
backend [4, 13].

A. Tier 1: Physical Acquisition Layer

The physical acquisition layer relies on the ESP32-CAM
microcontroller executing an interrupt-driven state machine
written in C++.

o Interrupt-Driven Acquisition: To optimize energy, the
hardware operates in a deep-sleep state (10nA). A PIR
sensor monitors the thermal emission spectrum (8um-—
14pm). Upon detecting a thermal differential, it triggers
a hardware interrupt on the RTC GPIO, waking the dual-
core Tensilica Xtensa LX6 processor [7].
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Fig. 1. System architecture detailing the asynchronous, four-tier data flow
from Physical Acquisition to Presentation Interface.

o Hardware Instrumentation: The node integrates dual
LED indicators for state visualization: a Red LED for
network ingestion failure and a Green LED for successful
biometric confirmation. A dedicated push-button allows
for manual enrollment override.

o Analog Front-End: The custom PCB integrates an
AMS1117-3.3 regulator and an electrolytic reservoir to
buffer the I,cq spikes during Wi-Fi handshakes.

o Image Capturing: An OV2640 CMOS sensor captures
a high-resolution VGA JPEG matrix via a 20 MHz DVP.

B. Tier 2: Cloud Orchestration Gateway

Communication operates across secure, stateless HTTP
transactions. The receiving gateway is engineered using
Node.js and Express.js, leveraging an asynchronous, non-
blocking I/O model. This tier is designed to handle high-
concurrency event bursts characteristic of institutional lecture
transitions. By optimizing the V8 engine’s garbage collection
and utilizing pre-allocated memory buffers, the gateway en-
sures that Event Loop lag remains below 10ms, preventing
ingestion bottlenecks [16].

C. Tier 3: Biometric Intelligence Backend

Once validated, image payloads are archived asyn-
chronously in AWS S3 buckets, fulfilling the requirement
for Compute-Storage Decoupling [10, 11]. Concurrently, the
payload is routed to a dedicated Python microservice where
classification is executed using OpenCV. This layer bypasses
heavy deep-learning parameters, operating via a mathemati-
cally deterministic two-phase pipeline of Haar Localization
and LBPH Extraction [5]. Identity reconciliation is performed
via Chi-Square (y?) distance matching against a PostgreSQL
database.

D. Tier 4: Presentation Interface

The ultimate interaction surface is a React.js Single-Page
Application (SPA). Real-time bidirectional event propagation
is facilitated by persistent WebSocket connections (Socket.1IO).
To maximize bandwidth efficiency, these payloads utilize
binary serialization [17]. Using the React Fiber reconciler, the

tier parses real-time verifications into dynamic visualizations
without discernible frame-rate degradation, delivering a fluid
intelligence dashboard to academic staff [18].

IV. BIOMETRIC PROCESSING PIPELINE

Before evaluating mathematical identity, the system must
process raw JPEG matrices. Classroom environments are fre-
quently contaminated by illumination variance and background
noise.

A. Preprocessing and Normalization

The image is immediately converted to an 8-bit grayscale
mapping. Because absolute color values introduce illumination
biases and require higher memory, grayscale conversion is
mandatory. To guarantee structural uniformity, the system
applies global histogram equalization. This mathematical nor-
malization redistributes pixel intensities across the full 0-255
spectrum, enhancing local contrast and ensuring subsequent
filters can properly identify structural gradients regardless of
ambient shadows [5, 7].

B. Haar Cascade Localization

The second phase isolates the facial region. To bypass
the immense burden of deep learning detectors, the pipeline
utilizes Haar Cascade Classifiers. The algorithm processes
images by evaluating intensity differences between adjacent
rectangular regions. To achieve real-time speed, the image is
converted into an Integral Image representation:
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This reduces the summation of any localized rectangular area
to exactly four array references. Driven by AdaBoost, the
cascade evaluates thousands of features, instantly discarding
non-facial regions. Hyperparameters are strictly constrained:
‘scaleFactor = 1.1° for rigorous multi-scale detection, and
‘minNeighbors = 5° to eliminate false-positives [5].

C. LBP Transformation

The Local Binary Pattern algorithm extracts spatial features
by analyzing micro-textures. A sliding 3 x 3 window is applied
across the matrix. For each window, the central pixel (z., y.)
acts as a rigid threshold. Intensities of the 8 neighbors (i)
are evaluated:
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where s(z) is 1 if > 0, and 0 otherwise. This operation
converts the binary pattern into an 8-bit integer, replacing
the original image with a topological matrix representing
structural edges, rendering the biometric signature resistant to
illumination changes [6].



V. BIOMETRIC INFERENCE AND CLASSIFICATION MODEL

Attendo embraces a multi-stage, deterministic modeling
approach. Rather than relying on computationally bloated
networks, the system localizes facial geometry and extracts
texture-invariant vectors using classical computer vision me-
chanics.

A. Spatial Histogram Concatenation

To preserve the geometric arrangement of facial features,
the LBP-transformed matrix is partitioned into an 8 x 8 grid,
generating 64 localized sub-regions. For each region, a discrete
histogram is extracted representing the frequency distribution
of the LBP integers (0-255). This grid-based approach ensures
that the spatial relationships between eyes, nose, and mouth are
mathematically preserved in the final feature vector. These 64
spatial histograms are then linearly concatenated into a highly
dense, unified biometric feature vector v.
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Fig. 2. Detailed schematic design of the edge acquisition node and biometric
trigger circuitry.

B. Classification Optimization

Identity reconciliation is performed using the Chi-Square
(x?) distance metric evaluated against the PostgreSQL

database: (P — 0
2 [ [

x(P,Q)—Zj o) 3)
where P is the query vector and (@ is the reference vector.
The choice of x? distance over standard Euclidean distance
is driven by its sensitivity to localized histogram differences,
which is critical for facial micro-texture classification. By
establishing a rigid confidence boundary of 7 = 0.60, the
system forces the authorization framework to reject matches
exceeding this scalar. This restricts False Acceptances to
< 1.5%, actively defeating proxy attendance vulnerabilities
and ensuring that proxy attempts are mathematically nullified
[5, 19, 20].

VI. EXPERIMENTAL RESULTS

Performance evaluation indicates that the Affendo archi-
tecture offers exceptional administrative potential. Simulated
empirical evaluations confirm a highly secure FAR of < 1.5%
and a TAR of approximately 76.5%.

A. Classification Accuracy and Robustness

The Haar-LBPH pipeline consistently excels in discern-
ing legitimate identities under optimal classroom illumination
(300-500 lux). However, because the LBP operator relies on
texture gradients rather than high-dimensional spatial warp-
ing, accuracy exhibits specific mathematical breaking points.
Simulated results indicate that False Rejection Rates (FRR)
peak at 23.5% due to severe off-axis postures (yaw > 20°)
or extreme background illumination causing sensor exposure
stepping [6]. Crucially, the system demonstrates near-perfect
defense against fraudulent intrusions (FAR < 1.5%), achieving
the primary goal of eradicating “buddy punching” [5].

TABLE 1
SYSTEM LATENCY ACROSS OPERATIONAL TIERS

Operational Phase Component Latency (ms)
Acquisition ESP32-CAM 300
Transmission TLS/Wi-Fi 400
Localization Haar Microservice 150
Reconciliation PostgreSQL 50
Total End-to-End — 900

B. End-to-End Latency Profiling

Under rigorous profiling across the distributed PERN stack,
the complete inference pipeline executes with an aggregate
end-to-end latency ranging from 850ms to 1.2s. This process-
ing speed ensures that instructors experience completely fluid,
real-time diagnostic visualization on the dashboards.

o Edge Tier: 300ms for PIR wake-up and camera initial-
ization.

o Network Tier: 400ms for secure Wi-Fi Base64 transmis-
sion [7].

« Intelligence Tier: 150ms for Haar localization and LBPH
concatenation.

o Storage Tier: 50ms for relational database lookups [16,
20].

C. Power Consumption Efficiency

Oscilloscope profiling of the 3.3V rail confirms that the
hardware minimizes baseline power to 2.5mA in deep sleep
[8]. During a triggered authentication event, the transient Wi-Fi
burst demands up to S00mA. By integrating the instantaneous
current draw over the 1.2s active cycle, total energy consumed
per verification event is mathematically modeled at merely
0.12 Joules [7]. This extraordinary efficiency drastically ex-
tends operational lifespan, allowing untethered deployment.

VII. DISCUSSION

The functional deployment of Attendo serves as empirical
proof that secure, institutional-grade biometric authentication
can be realized while bypassing prohibitive capital expen-
ditures associated with commercial neural edge nodes [4,
13]. The integration of a strictly decoupled edge-to-cloud
topological framework resolves the historical SRAM limita-
tions inherent within low-clock-speed embedded cores like



the ESP32-CAM [12]. Specifically, substituting monolithic on-
device deep learning evaluation with an asynchronous cloud
tier allows the hardware to prioritize raw acquisition and
aggressive power orchestration, successfully immunizing the
nodes against thermal throttling and brownouts [9, 16].
Furthermore, the algorithmic methodology highlights a crit-
ical architectural truth. While deep CNNs dominate research,
their reliance on global geometric mapping renders them frag-
ile under variable illumination. By explicitly adopting Haar-
LBPH, Attendo capitalizes on the mathematical superiority
of localized micro-textural gradients over absolute intensities
[5, 6]. This classical synthesis acts symbiotically with low-
resolution matrices, forcing the identification logic to rely
on illumination-invariant features. Consequently, the system
maintains strict security boundaries and nullifies proxy at-
tendance (FAR < 1.5%) without requiring massive dynamic
retraining loops [6, 19]. A central limitation remains the
inherent susceptibility of LBP to extreme angular variations.
Because texture-based extraction lacks 3D depth-mapping, the
algorithm demonstrates vulnerability to yaw variance exceed-
ing 20°. While yielding excellent security, the resulting trade-
off necessitates strict positioning requirements for students
[6, 17]. This design decision reflects a clear prioritization of
institutional data integrity over immediate user convenience.

A. Security and Scalability Considerations

The horizontal scalability of the PERN stack allows Attendo
to handle concurrent requests from multiple edge nodes with-
out a linear increase in latency. By offloading the computation-
ally intensive tasks to a cloud-native Python microservice, the
architecture ensures that the edge hardware remains affordable
and replaceable. Furthermore, the use of AWS S3 for storage
ensures that high-resolution images are archived securely, ful-
filling compliance requirements for data retention in academic
institutions.

VIII. CONCLUSION AND FUTURE WORK

Attendo effectively demonstrates a modern, highly secure
alternative to legacy educational administration. Through the
integration of custom low-cost electronics—specifically the
ESP32-CAM paired with localized power-delivery engineer-
ing—matching an advanced, decoupled cloud architecture, the
system performs an intricate synthesis of diagnostic capability
previously restricted to extreme hardware thresholds [4, 13].
By substituting computationally heavy deep learning networks
with deterministic Haar Cascade localization and LBPH tex-
ture extraction, the system operates highly efficiently within
strict memory constraints [5].

Future initiatives plan to implement expanded telemetry
transport protocols. Long-term scalability requires a transition
from standard Wi-Fi to cellular 10T, specifically Narrowband
IoT (NB-IoT), to ensure basement laboratories and distant
campus buildings remain online without local router infrastruc-
ture [17]. Additionally, hardware revisions will target localized
external memory for deeper on-device fallbacks during net-
work outages. Further software iterations will target Enterprise

LMS Synchronization, developing secure webhook endpoints
to automatically push cryptographically verified attendance
vectors directly into Learning Management Systems (e.g.,
Moodle or Canvas). This integration will transform reactive
logging into a fully autonomous, predictive administrative
ecosystem, solidifying the architecture as a foundational pillar
for “Education 4.0” [21, 22].
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